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[enapTameHT rocyaapcTBeHHOM NoAUTUKK B chepe obuiero obpasoBaHna MuHobpHaykun Poccum
HanpasfseT ana ceefeHusa paspaboTaHHble BpemeHHoi Komuccueit Coseta deaepaumm No pPasBUTUIO
MHGOPMALMOHHOrO 06LLLeCTBa METOAMYECKME PEKOMEHAALUM O pasmelleHUn Ha MHPOPMaLMOHHbIX
cTeHaax, opuLManbHbIX MHTEPHeT-canTax 7 APYyrux NHPOPMALMOHHbBIX pecypcax
06ueobpasoBaTe/ibHbIX OPraHM3aLunii U OPraHoOB, OCYLLLECTBAAIOWMX YripaBaeHme B chepe obpa3oBaHus,
nHpopmauum o besonacHom NoBeaeHUN N NCNONb30BaHUK ceTn "UHTepHeT".

OunpekTtop [enaptameHTta
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MpunoxkeHune

METOANYECKME PEKOMEHOALUN
O PASMELWLEHNN HA UHOPOPMALMOHHbIX CTEHAAX, OPULIMANIbHBIX
MHTEPHET-CAUTAX U APYINX UHOOPMALIMOHHbBIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALIUA U OPTAHOB, OCYLLECTBNAIOLMUX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALIUU O BE3SOMNACHOM
NOBEAEHUN U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKcneptamM UM yYneHamu BpemeHHoM Komuceum Coseta Pepepaumm  nNo  PasBUTUIO
MHPOPMAUMOHHOTO oblecTBa B pPamMKax BbINOJHEHUA PEKOMEHOAUMA NapAaMeHTCKUX CAyLaHui
"AKTyaNbHble BoMpocbl obecneyeHnss 6e3o0nacHOCTM W pPa3BUTMA geTeil B MHPOPMALMOHHOM
npoctpaHcTee”, Kotopble npownn B CoBete Pepepaumm 17 anpens 2017 r., 6blan paspaboTaHbl
MeTOANYECKME PEKOMEHAALMM O pPasMeLEeHUM Ha MHOOPMALMOHHbIX CTeHAaX, oduLManbHbIX
WUHTEPHeT-caliTax W ApyrMx WHPOPMALMOHHBLIX pecypcax o0b6Lieobpa3oBaTeNibHbIX OpraHU3auuii K
OpraHoB, OCYLLEeCTBAAOWMX ynpaBneHne B cdepe ob6pasosaHuA, WHPopmaumm o 6e3onacHom
noseAeHUN U UCNONb30BaHUK ceTu "UHTepHeT" (aanee - MeToaMYeCcKMe peKoMeHZaumm).

MeToanyeckMe pPeKoMeHZALUMM  HanpaBiaeHbl Ha  KAyeCTBEHHOE  MOBbIWEHME  YPOBHSA
MHPOPMALMOHHON AenaTeslbHOCTU 06LLe06pa3oBaTe/IbHbIX OPraHM3aLMii U OPraHOB, OCYLLLECTBAAIOLWLMX
ynpasneHue B cpepe 0b6pa3oBaHUs, B HaCTU MHOOPMMPOBAHMA YYALLMXCA, UX poauTenei (3aKOHHbIX
npeacrasuTeneil) M neaarorMyeckmx pPaboTHUMKOB 06 OCHOBHbIX acnekTax WHPOPMaLMOHHOM
6e3onacHoCTw.

MeToamnyeckme pekomeHaaumu no3BoNAT 06ueobpa3oBaTesibHbIM OpPraHM3aUMAM U OpraHam,
OCYLLECTBNAIOWMM ynpaBneHve B cdepe 06pasoBaHMA, aAKTya/M3MpoBaTb YXKe WCMNO/b3yemMble WU
pasmelleHHble UHPOPMaUMOHHbIE MaTeprabl, Tak U NOATOTOBUTbL MUX B C/1y4ae UX OTCYTCTBUA C Yy4ETOM
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JNIYYLLINX NPAKTUK U peKoMeHaaLniA.
B pamKkax meToamyeckmMx peKoMmeHaaLmMin paccmMaTpmBatoTCa Caeayowme NHCTPYMEHTbI:
1. "HGOPMALIMOHHbIE CTeHAbI;
2. oduUMaNbHbIE UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBoi MHpopmaLMK (LUKONbHbIE ra3eTbl, Negarorniyeckne UsgaHua U gpyrue).
MHdopmaunOHHbIe CTEHADI

Ha nHdopmaumnoHHbIX cTeHaax B 06ueobpa3oBaTesibHbIX OpraHM3aumax, pacnonoXeHHbIX B poie
yupexgeHuin u B KabuHeTax, OCHaLLEHHbIX MEepPCOHasIbHbIMW YCTPOMCTBAaMM [N BbIXOAa B CeTb
"MHTepHeT", pekomeHAayeTca pasmecTuTb MHGOPMaLMOHHbIE NAMATKN, COAEPKaLLME OCHOBHbIE COBETbI
no obecneyeHmno MHPOPMaALMOHHOM He30MacHOCTU yYaLumxcs.

B npunoxeHun N 1 K mMeToaMYECKMM peKoMeHZaumam npeacTaBneH obpasew, namsaTkM And
pasmeLLeHMA Ha MUHGOPMALLMOHHbIX CTEHAAX.

CpepacTtBa maccoBoit UHopmauum

B cpeactBax maccoBoit MHPOPMaUMKM, OPUEHTUPOBAHHBLIX Ha O6yYaloWMXcA, peKomeHayeTca B
TeyeHne y4yebHOro roga perynapHo nyb6auMKoBaTb MHOOPMAUMOHHbIE MaTepuanbl, MNOCBALLEHHbIE
OTAEeNbHbIM acnekTam WHPOPMaUMOHHOM 6e30MacHOCTM, a TaKXKe pas/iMyHble NaMATKM obuiero
XapakTepa.

B cpeactBax mMaccoBol MHOOPMALMMK, OPUEHTUPOBAHHbLIX HA MefarorMyeckyro ob6LWEecTBEHHOCTb,
pPEKOMEHAYETCA B TeYEeHWe KaJieHJapHOro roga perynapHo nybankoBaTb  MHGOPMaLMOHHbIE
maTepuanbl, MNOCBALWEHHble OTAE/bHbIM  acnekTam  WMHPOPMaLMOHHOM  6e30nacHOCTU  Kak
HEeCcOBepPLUEHHOIETHUX, Tak U 0b6Weobpas3oBaTeNbHbIX OpPraHM3auMii, a TaKXKe pas/iMyHble MaMATKM,
0630pbl HOPMATMBHO-NPABOBOrO pPeryinpoBaHua AaHHON cdepbl U MHPOPMALMIO O aKTyaNbHbIX
MeponpuUATUAX 1 cobbITUAX B flaHHON chepe.

B xope nposepeHus EguHoro ypoka no 6esonacHoctM B cetu "MHTepHeT" pekomeHpyeTtcs
obecneunTb BbIMYCK TEMATMYECKOro BbINyCKa CPeAcTBA MaccoBon WHdpopmaumm nanbo cepum
nyb6avKaumi, cpean KOTOPbIX PAacCMOTPETb OPraHW30BaHHble MeponpuATUA Ana obyyarowmxcsa, ux
poauTeneli (3aKOHHbIX NpeacTaBUTENE) U NearorMyeckor obw,ecTBEHHOCTH.

OdumumanbHble UHTEepHeT-pecypchbl

ObuieobpasoBaTeNbHbIM OpraHM3aLMAM PEKOMEHAYEeTCA Ha CBOMX oduumanbHbix WHTEpHeT-
pecypcax obecneunTb ¢YHKLMOHMPOBAHME CAMOCTOATENLHOTO M Cheunann3MpoBaHHOrO pasgena
"MHbopmaumoHHana 6e3onacHocTb", B pamKax KOTOpPOro npeaycMoOTpeTb pasmelleHue cheaytoLLei
nHbopmaumu:

N Pasgen/noapasaen | ®opmat npeacraBneHms CopeprKaHue matepumanos
maTepuanos
1. |/loKanbHble Konuu goKymeHTOB B PasmelLaloTca KONuKn LOKYMEHTOB, T.€.
HOpMaTMBHbIE aKTbl B | popmate *PDF CKaHMPOBAHHbIV BAPUAHT LOKYMEHTA],
chepe obecneyeHuns COOTBETCTBYIOLWMI TpeboBaHMAM K
MHPOPMaLMOHHOM napameTpam CKaHMPOBaHWA.
6e3onacHoOCTH PasmelLaloTca AOKYMEHTbI,




obyuatoLmxcs PernameHTUPYIoLLME OpraHn3aumio 1
paboTy C NepcoHabHbIMM AaHHbIMMU,
NNaHbl MEPONpPUATUIA No obecneyeHunto
MHbOpPMaUNOHHOW besonacHoCTH
obyualowwmxca u gpyrve.

2. |HopmatusHOe Konun fOoKymeHTOB B My6aMKylOTCA aKTyanbHble CBEAEHUS O
perynnposaHue dopmare *PDF denepanbHbIX U PErMOHaNbHbIX 3aKOHaX,
NMCbMax OpraHoOB BNACTU U Apyrue
HOPMaTUBHO-NPABOBble AOKYMEHTbI,
pernameHTUpytowme obecneveHune
MHbOpMaUnoHHOM besonacHoCTH
HecoBepleHHoNeTHMX. [lonyckaeTcA
BMECTO KOMWUI pa3meLLaTb rMnepccblikn
Ha COOTBETCTBYIOLLNE AOKYMEHTbI Ha
CanTax OpraHoB rocyZapcTBeHHON BNACTM.

3. Meparornyecknm TeKcT Ha cTpaHuue caiTa | PasmellatoTca meTogmyeckme
paboTHMKam Konun fOKymeHTOB B pekomeHOauMn 1 ykasblBaeTca
¢dopmate *PDF MHbOPMALMNA O MEPONPUATUAX, MPOEKTaX

M Nporpammax, HanpasaeHHbIX Ha
noBbleHMe NHPOPMALMOHHOM
rPaMOTHOCTU Nefarornyecknx
pabOoTHMKOB.

4. | Obyyatowmmes TeKCT Ha cTpaHuLe caliTa | Pasmeltaetca MHPOpMaLMOHHaA NamATKa
(npunoxkeHue N 2) u ykasbiBaeTcs
MHbOPMALMNA O MEPONPUATUAX, MPOEKTaxX
M Nporpammax, HanpasaeHHbIX Ha
nosblweHne MHGOPMaLMOHHOM
rPamoTHOCTM 0ByYatoLwmxcs.

5. |Pogutensam TeKcT Ha cTpaHuLe caiTa | Pasmeltaetcs MHGOPMaLMOHHAA NaMATKa
(3aKOHHBbIM (npunosxkeHune N 3).
npeacTaBUTeNaM)
obyuatowmxcsa

6. |[eTtckune 6esonacHble | TeKCT HAa CTpaHuWLe calTa | PasmeltaeTca MHopmaums o

CaunThbl pPeKoOMeHAyeMbIX K UCMO/Ib30BaHNIO B
yuyebHom npouecce 6e3onacHbIX calnTax,
6aHHepbl 6e30nacHbIX A4ETCKUX CalToB.

OpraHam, OCyWecCTBAAIWMM ynpaBaeHve B cdepe 06pa3oBaHMA, PEKOMEHAYETCA Ha CBOMX
opuumanbHbix  UHTepHeT-pecypcax  obecneuntb  GYHKLUMOHMPOBAHME  CAMOCTOATENLHOTO MU
cneunanmnsnpoBaHHoro pasgena "MHPopmaumoHHas  6e3onacHOCTb', B  paMKax KoOTOporo
npesycmoTpeTb pasmelleHue ceaytouein MHGopmaLmm:



MpunoxkeHne N 1

NAMATKA
ANA OBYYAIOLLMXCA OB UHOOPMALMOHHOW BE3ONACHOCTU AETEN

HENb3A

1. Bcem noapaa coobulatb CBOK 4YacTHYO MHbOpMauuto (HacTosawme umsa, dammnanio, TenedoH,
afpec, HoMep LLKOAbI, a TaKKe doTorpadun cBou, CBoei cembm U Apyseit);

2. OTKprBaTb B/1IOXEHHbIE d)aﬁﬂbl 3ﬂeKTpOHHOﬁ NoYyTbl, KOrga HE 3HaelWb OTNPaBUTENA,
3. |_|DY6MTI:>, npnanpaTbCA, OKa3biBaTb AaB/1IEHNE - BECTU ceba HeBEXKANBO U arpeccmBHO;

4. He pacnopskaics geHbramu TBoel cembn 6e3 paspelleHus CTaplimx - Bcerda crnpawmsai
poauTenen;

5. He BcTpeuaiica ¢ NHTepHET-3HAaKOMbIMMU B PeasibHOM KM3HU - MOCOBETYMCA CO B3POC/bIM,
KOTOpPOMY A0BepAeLlb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe Henpaeay B MHTepHeTe - cooblim 06 3ToM CBOMM
pPOAUTENAM AU ONEKYHAM;

2. NpurnawatoT nepenucbiBaTbCA, UrpaTb, 0OMEHNBATLCA - NPOBEPb, HET /1M NOABOXa;
3. HesakoHHoe KonupoBaHue ¢annos B UHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBali B3poC/ibiM 0 Npobaemax B CETU - OHU BCEraa NOMOryT;

5. WUcnonb3yit HacTpolikM 6e30MacHOCTU M NPUBATHOCTK, YTOBbI He NOTepATb CBOM aKKayHTbl B
COLLCETAX M APYTMUX NopTanax.

MOXHO
1. YBaxaW Apyrux nosb3osaTteneu;

2. |-|Ol'lb3yeLIJbCﬂ MHTepHET-MCTO‘-IHMKON\ - ,u,enaﬁ CCbI/ZIKY Ha Hero,

3. OTKpbIBal TO/IbKO Te CCbIIKK, B KOTOPbIX YBEPEH;

4, O6LLI,aTbCﬂ 3a NOMOLULbO B3pPOC/AbIM - poauTesn, onekyHbl N agMUHUCTPaLUNA canTos Bceraa
NOMOTYT,

5. Mpoinan obyyeHune Ha canTte "CeTeBUUYOK" 1 NoyUM NacnopT umMdpoBoro rpaxKaaHuHal

MpunorkeHue N 2

NHOPOPMALMUOHHAA NAMATKA



[N1A OBYYAIOLLMXCA ANA PASMELLEHUA
HA ODPULIMANBHBIX UHTEPHET-PECYPCAX

C KaZbiM roiomMm MONOAEKWN B UHTEpPHETe CTaHOBUTLCA BOoNblUE, a LIKOJbHUKM OAHU U3 CaMbiX
aKTUBHbIX MNonb3oBaTenen PyHeTa. Mexay Tem, MOMMMO OFPOMHOrO KO/MYECcTBa BO3MOXHOCTEMN,
WMHTEpPHET HeceT 1 Npobsiembl. ITa NamMATKa A0/XKHa MOMOYb Tebe 6e30nacHO HaxoAUTbCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTEpPHbIA BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrPamMm, OTAMYUTENbHOWM
0COBEHHOCTbIO KOTOPOI ABNSAETCA CNOCOBHOCTb K PAa3MHOKEHMI0. B loN0IHEHWE K 3TOMY, BUPYCbl MOTYT
NnoBpPeauTb WM MONHOCTBIO YHUUTOXWUTL BCe daibl U AaHHble, NOAKOHTPOJIbHbIE MO/b30BaTENIO, OT
MMEeHW KOToporo Hblna 3anyweHa 3apaykeHHas NPorpamMmma, a TakxKe NoBPeanTb UK [aXKe YHUUTOXKUTb
OMNepaLMoHHYI0 CUCTEMY CO BcemMu daiinamu B LenoM. B 6ONbLIMHCTBE CAy4YaeB pacnpocTpaHaAloTca
BMPYCbl Yepes MHTEPHET.

MeToabl 3aWmTbl OT BPELOHOCHbIX NPOrpamm:

1. Ucnonb3yi coBpemeHHble onepaumoHHble CUCTEMBI, MMeloLLIME Cepbe3Hblil YPOBEHb 3allinTbl OT
BPEAOHOCHbIX MPOrpamm;

2. TMoctosiHHO ycTaHasAuMBait nautv (umdpoBble 3annaTkKM, KOTOpble aBTOMAaTUYECKM
YCTaHaBNMBAKOTCA C Uenblo AopaboTKM nporpammbl) U Apyrme obHOBAEHUS CBOe onepauuoHHOM
cuctembl. CKaumBall UX TONIbKO C odpuuManbHOro caita paspabortumka OC. Ecam cyllecTBYeT pexunm
aBTOMaTUYeCKOro 06HOBEHUSA, BKAOYM €ro;

3. PaboTai Ha cBoem KOMnNblOTEPE NOoA4 nNpaBamMun nojsb3oBaTtensiad, a He agMUHUCTPATOpPaA. JT0 He
no3BonT 6OI'IbLLIl4HCTBy BPEOOHOCHbLIX nNporpamm WUHCTAAIMPOBATbCA Ha TBOEM MNEPCOHA/IbHOM
KOMMbIOTEPE,

4. Mcnonb3yit aHTMBUPYCHble MNPOrpaMmMHble MPOAYKTbl W3BECTHbIX MpPOM3BOAUTENEN, C
aBTOMaTM4YeCKUMm obHoBNeHneM 6a3;

5. OrpaHunyb GU3NYECKUIA OCTYN K KOMMbIOTEPY 418 NOCTOPOHHUX /INLL;

6. Wcnonb3yit BHewHWMe HocuTenn WHOOPMAUMKM, TaKMe Kak ¢newka, AUCK uam dann us3
WMHTEPHETA, TONIbKO M3 NPOBEPEHHbIX MCTOYHMKOB;

7. He oTKpbiBait KomnbloTepHble $aiibl, NONYYEHHbIE U3 HEHAAEMKHbIX UCTOYHMKOB. [axe Te
daiinbl, KOTopble NPUCAAN TBOM 3HAKOMBI. Jlydlle YTOYHU Y HEro, OTNPABAAA 1N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, Nepeaaym AaHHbIX, He TEXHO/IOMUS, a BCEero Mwb bpeHs, mapka. Ewe B 1991
rogy HUgepnaHAckaa KomnaHma 3apeructpmpoBana 6penHg "WECA", yTo o603Ha4yano cinoBocoveTaHume
"Wireless Fidelity", koTopbii nepeBoanTCs Kak "becnpoBogHas TOYHOCTL'.

[o Hawero BpemeHu aolwna apyras abbpesnaTtypa, KoTopas ABAAETCA TaKOM Ke TexHonornemn. 1o
abbpesunatypa "Wi-Fi". Takoe HasBaHMe 6bIJI0 J@HO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOM TEXHUKMU
Hi-Fi, uTo B nepeBoAe 03Ha4aeT "BbICOKAaA TOYHOCTb".

[a, OecnnatHbii WHTepHeT-4oCcTyn B Kade, OTensx W a’3ponoprtax ABAAETCA OT/IUYHOMU
BO3MOXHOCTbIO BbIXOZa B MHTEPHET. HO MHOrMe aKcnepTbl cUMTaloT, 4To 0bweaoctynHole Wi-Fi ceTn He
ABAsAtOTCA 6e30MacHbIMM.

CoBeTbl N0 6e3onacHocTn paboTbl B 0b6weaoctynHbix cetax Wi-fi:



1. He nepegaBaii cBotO IMYHYIO MHbOpMaLMio Yepes obweaoctynHble Wi-Fi cetn. PaboTan B HuX,
YKenaTtenbHO He BBOAUTb MAPO/IN AOCTYNA, NOTUHbI U KaKMe-To HOMepa;

2. WUcnonb3yin n 06HOBANAK aAHTUBUPYCHble nporpammel U HpaHamayep. Tem cambiM Tbl
obe3onacuilb cebs OT 3aKauykuM BUpYyCca Ha TBOE YCTPOMCTBO;

3. MNpun ucnonovzosaHum Wi-Fi otkaoum ¢yHrumio "Obwmin goctyn K daitnam u npuHTepam'.
[aHHaa ¢yHKUMA 3aKpbiTa MO YMOAYaHUIO, OO4HAKO HEKOTOpble MO0J/Ib30BaTe/IM aKTUBUPYIOT ee anA
yaobcTBa ucnonb3oBaHua B pabote nam yyebe;

4. He ucnonbsyi nybanyHbin WI-FI gns nepegayun AnYHbIX AaHHbIX, Hanpumep 405 BbiXxo4a B
COLUMa/IbHbIE CETU WU B 3/IEKTPOHHYIO MOYTY;

5. Ucnonb3yii ToNbKO 3almuLeHHOe coeauHeHue yepes HTTPS, a He HTTP, 1.e. npu Habope Beb-
afapeca 8Boaun umeHHo "https://";

6. B mobunbHom TenedoHe oTkawoum ¢yHKumio "MogkntoveHne Kk Wi-Fi aBTomatmyeckun". He
[0MyCKan aBTOMaTUYEeCKOro NoaKAtYeHns ycTpoincTea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CeTUM aKTUBHO BXO4AT B Hawy XW3Hb, MHOrme noaun pa60Ta|0T n XKUBYT TaM
NOCTOAHHO, a B Facebook y»Ke 3apernctpyuposaH mmnamapa 4enoBekK, 4To ABNAETCA O,CI,HOﬁ Cep,bMOVI BCex
Kutenen nnaHetbl. MHOrMe no/sb3oBaTeNIM HE MOHMMAKOT, 4TO MHd)OpMaLI,MFI, pa3smewieHHaa MMmn B
COLUMANbHbIX CETAX, MOXET 6bITb HaVI,U,EHa M NCNoab3oBaHa Kem yrogHo, B TOm 4yncne He obAsaTenbHO C
6narumm HamepeHnammn.

OcHoBHble coBeTbl N0 6e30MnacHOCTM B COLLMaNbHbIX CeTAX:

1. OrpaHuyb cnucoKk apysei. Y 1eba B Apy3bAX He AO/IKHO ObiTb CAYYAMHbIX M HE3HAKOMbIX
nogen;

2. 3awmwanm CBOK YaCTHYI XM3Hb. He ykasbiBait naposnn, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA W  OPYrYI0 NUYHYIO MHOPOPMALMIO. 3/10YMbIWAEHHUKM MOFYT WCMO/b30BaTh  AaXe
MHPOPMaLMIO O TOM, KaK Tbl M TBOW POAMUTENM NAAHMPYETE NPOBECTU KaHUKY/bI;

3. 3awmulai cBOO penyTauumio - AePXKM ee B YNCTOTe 1 3aaaBali cebe Bonpoc: xoten 6bl Tbl, YTO6bI
Apyrvne nNonb3oBaTeNu BUAENWN, YTO Tbl 3arpyxaelwb? lMogymait, npexae 4Yem 4YTo-TO OnNy6AMKOBATb,
HanucaTb U 3arpy3uThb;

4. Ecnv Tbl TOBOPULWb C /IIO4bMMW, KOTOPbIX HE 3Haellb, HE MCMNOJb3yl CBOE peasibHoe UMS U
APYTYI0 IMYHYI0 MHGOPMALLMN: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyee;

5. W3beraint pasmeweHuns ¢otorpaduii B8 UHTepHeTe, rae Tbl M30OparkeH Ha MEeCTHOCTW, No
KOTOPOI MOXHO ONpeaennTb TBOE MECTOMO/IOKEHUE;

6. Mpwu peructpaumn B cou,maanoﬁ cetn H606XOAMMO MCNONb30BaTb C/IOXXHbIE NaApPO/n,
cocroAwne n3 6YKB n Ll,VId)p N C KOIMYECTBOM 3HAKOB HE MeHee §;

7. Ona cou,maanoﬁ CeTn, NoYTbl U ApYyrnx canToB HeO6XO,CI,MMO MCNO/1b30BaTb pPa3Hble NMapoan.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIWIEHHNUKN NOAYyYaT AO0CTYN TOJZIbKO K OAHOMY MeCTy, a HE BO BCe

cpasy.
INEeKTPOHHbIE AEeHbIU

3/'IEKTpOHHbIe AEeHbIN - 3TO O4YEHb y,ﬂ,06Hblﬁ cnocob nnaTe>+(e|7|, OA4HAaKO CyWwecTBYHOT MOLWWEHHUKN,



KOTOpble XOTAT NONYYNUTb 3TN AEeHblrN.

3ﬂEKTpOHHbIe AeHbrm noAasuInNCb cosecem HeaaBHO U MMEHHO MWM3-3a 3TON0O BO MHOTUX
rocygapcCreax A0 CUX NOP He NPOMNMCaHO NPO HNX B 3aKOHaX.

B Poccum e OHM GYHKUMOHMPYIOT M O HUX YXKe MPOMMCAHO B 3aKOHe, rae WX pasfensatoT Ha
HECKO/IbKO BUAOB - aHOHWMHbIE U HE AHOHUMHbIE. Pa3sHULA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspelwaeTca npoBoaMTb onepaumm 6e3 uaeHTMOMKaALMM NoAb30BaTeNss, @ B HEAHOHUMHbIX
naeHTMdMKauma noib3oBatena asnseTcs obasaTesibHOMN.

Takxe cnenyet pa3nnydaTtb 3/1EKTPOHHbIE d)MaTHbIe AeHbrn (paBHbI rocygapCrBeHHbIM BaJ'IIOTaM) n
9/1EKTPOHHbIE HEd)VIaTHbIe AeHbrn (He PaBHbl rOCYy4apCTBEHHbIM Ba}'HOTaM).

OcHoBHble coBeTbl N0 He3onacHo pa60Te C 3NNEKTPOHHbIMU OAEHbIramu:

1. MpuBAXKM K cHeTy MOBUNBHBIN TenedoH. ITo camblit yA0OHbIN 1 BbICTPbIA CNOCO6 BOCCTaHOBUTL
[ocTyn K cyety. lNpuBA3aHHbIN TenedoH MOMOXKET, ec/M 3abyaellb CBOM MATEXKHbIA Maposib WMAU
3aliAellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopasoBble napoaun. MNocne nepexoda Ha YCUAEHHYIO aBTOPM3aLMUIO Tebe yiKe He
6yaeT yrpoxKaTb OMacHOCTb KpaXKu UK NepexsaTta NiaTeXXHoro napons;

3. Bblbepn cnoxHblit naponb. MpecTynHUKam OypeT He MNPOCTO yragaTb CAOXHbIA Naposb.
HazexHble Napoau - 3To Naposin, KOTopble CoAepKaT He MeHee 8 3HAKOB M BK/HOYAIOT B ce6A CTPOUHbIe
M nponucHble OyKBbl, UMPPbI U HECKONIBKO CMMBOJIOB, TaKMe KaK 3HaK Jonnapa, oyHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.M. Hanpumep, StROng!;;

4. He BBOAM CBOW /INYHbIE AAHHbIE HA CalTax, KOTOPbIM He AoBepseLlb.
INeKTPOHHAA noyTta

3I'IEKT|:)OHHaﬂ no4yta - 3TO TexXHO/N0rMA WU npeaocraBsAeMble €0 yCayrm no nepecbiike U
NONY4YE€HUIKO 3NEKTPOHHbIX COO6LLI,€HMI>1, KOTOpble pacnpenenarTca B KOMI'IbPOTepHOI‘a cetn. O6bIYHO
3I'IEKTpOHHbIl7I NOYTOBbIM AWUK BbITNAONT cheayrowmnm O6p330M: VIMFl_I'IOJ'IbBOBaTeﬂH@MMﬂ_AOMEHa.
TaK*Ke Kpome nepesaym NPOCTOro TeKCTa, UMeeTCA BO3MOXKHOCTb nepeasaTtb d)aﬁflbl.

OcHoBHble coBeTbl N0 6e30nacHoi paboTe C 3/1eKTPOHHO NOYTO:

1. Hago Bbl6paTb NpPaBU/bHbLIA MOYTOBLIA CEPBUC. B MHTepHETe ecTb OrpomHbIi  BblboOp
6ecnaaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO Nyylle A0BEpPATb TEM, KOTO 3HaeLlb U KTO NepBbIil B PEATUHTE;

2. He ykasbiBali B JIMYHOM MNouTe JMYHYO WHPopmaumio. Hanpumep, nydwe BbIGPaTb
"My3blKanbHbIN_paHat@" nam "pok2013" emecto "temall";

3. Ucnonb3yih AByx3TanHyl0 aBTOpM3aumio. 3TO Korga NOMMMO Maposa HYXKHO BBOAUTb Kog,
npucbinaembii no SMS;

4. Bbibepn CNOXKHbIM Naposib. N8 KarKAOro MoyTOBOro ALLMKA OO/KEH ObiTb CBOM HaZeXHbIN,
YCTOMYMBbLIM K B3/IOMY Napo/ib;

5. Ecam ecTb BO3MOXHOCTb HanucaTb camomy CBOW INYHbIN BONpOC, I/ICI'IOJ'Ib3yVI 3TY BO3MOXHOCTb;

6. Mcnonb3yit HECKO/IbKO NOYTOBbIX ALMKOB. MepBblii A8 YAaCTHOW Mepenncku ¢ agpecatamu,
KOTOPbIM Tbl AOBepsiewb. ITO 3/EKTPOHHbIM aApec He HaAo WMCMNo/Ab30BaTb NPWU PErucTpaumm Ha
dopymax u canTtax;

7. He oTKpbIBait painibl M Apyrve BAOXKEHUA B MUCbMAX, AaXKe €CAN OHM MPULLAKN OT TBOUX APY3eN.



Jlydlwie yTo4HM Y HUX, OTNPABAAAM NN OHU Tebe 3Tu dalinbl;

8. MNocne okoHYaHMA paboTbl Ha MOYTOBOM CepBUCE Mepen 3aKpbiTUEM BKA3AKM C CalUTOM He
3abyab HaxaTtb Ha "Bbintn".

KnbepbynnuHr unm BupTyanbHoe M3aesateibCTBO

KnbepbynnuHr - npecnesoBaHMe COOOLIEHUMAMM, COAEPMKAWMMM OCKOpbsieHUs, arpeccuto,
3anyrmBaHue; XyIMraHCcTBO; coumanbHoe 6OMKOTUPOBAHNE C MOMOLLbIO Pa3/INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnnHrom:

1. He 6pocaiics B 60M1. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebs BECTU U, EC/IN HET TOTO, K KoMy
MOHO 00paTUTbCA, TO BHayasne YCNOKOWUTbCA. EcnM Tbl HayHelwb OTBeYaTb OCKOPOAEHUAMWM Ha
0CKOp6/1eHMA, TO TObKO elle 60/blie Pa3oXkKKellb KOHPINKT,;

2. YnpaBnsan cBoel Knbeppenyrauue;

3. AHOHMMHOCTb B ceTU MHMManA. CyLLecTBYIOT CnNocobbl BbIACHUTb, KTO CTOUT 32 aHOHWUMHbIM
aKKayHTOM;

4, He CTOMT BeCTM Xy/AWUraHCKMI 0bpa3s BUPTyanbHOW XU3HWU. UHTepHeT dUKCUpyeT BCe TBOM
AENCTBMA U COXPaHAET UX. YAanuTtb nx byaeT KpaliHe 3aTpygHUTENbHO;

5. Cobntogaii cBOK BUPTYa/IbHYIO YECTb CMOJIOAY;

6. WrHopupyih eauHWuHbIM HeratuB. OpHOpas3oBble OCKOpBWUTENbHble COoOoBLeHNA aydlue
urHopvposatb. OBbIYHO arpeccus NPeKpPaLLAeTCa Ha HayaNbHOM CcTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMWU COOBLLEHUAMM, B COLMANbHBIX CETAX
€CTb BO3MOXHOCTb 6/I0KMPOBKM OTMNPaBKM COOBLLEHNI C ONpeaeNieHHbIX afpPecos;

8. Ecamn Tbl cBMAeTeNb KubepbynnuHra. TBOM AENCTBMA: BbICTYNUTb NPOTWB NpecnenoBaTtens,
NMoKasaTb emy, YTO ero AeWCTBMA OLEHWMBAIOTCA HeraTMBHO, NOAAEPKaTb MKEPTBY, KOTOPOM HY»KHA
NCMX010rMyeckan NOMOLLb, COOBLIUTL B3POC/bIM O paKTe arpeccMBHOIO NOBEAEHNA B CETW.

Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTdOHbI M MNaHLWETbI cogep:kaT B cebe BMONAHE B3POC/AbIN QYHKUMOHANM, U
Tenepb OHW MOTYT KOHKYPMPOBATb CO CTALLMOHAPHbLIMKU KOMMbloTepamu. OfHAKo, CPeACTB 3aluTbl Ann
NoAO06HbIX YCTPOWCTB MOKA O4YeHb Mao. TeCTMPOBAHME M MOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He TaK
WHTEHCUBHO, Kak ana MK, To e camoe KacaeTca U MOBUAbHBIX MPUIOKEHWIA.

CoBpemeHHble MOBUIbHbIE Bpay3epbl yKe MPaKTUYECKM LOTHaAM HACTOJIbHbIe aHalorM, O4HaKo
pacwupeHne GpyHKLMOHaANA BeYeT 3a CO60M 60/bLUIYIO CIOKHOCTb U MEHbLUYIO 3aLWMLLEHHOCTD.

[daneko He BCe NPOM3BOAMTENM BbIMYCKAlOT OOHOB/AEHWA, 3aKpPbIBalOWME KpUTUYECKUE
YA3BMMOCTU ANA CBOMX YCTPOMCTB.

OCHOBHbIe cOoBETbI AN 6e30nacHOCTU MOBUIBHOIO TenecbOHa:

Huyero He saBnAaetca no-HacToAawemy 6ecnnaTHbIM. By,ﬂ,b OCTOpPOXeH, BeAdb Koraa Tebe
npegnaratoTt 6ecnnaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKpPbITbl KaKMe-TO NaaTHblE YCAYTH;

Oyman, npexxge yem otnpasuTb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HAEWb, rge OHM OyayT B
KOHEeYHOM uTore?



HeobxoaMmo 06HOBAATL ONEepPaLMOHHYO0 CUCTEMY TBOEro CMapTdOHa;
Ncnonb3yit aHTUBMPYCHbIE MPOrpaMmMbl 418 MOOU/IbHBIX TenepoHOB;

He 3arpyXail npuaoxKeHua OT HEU3BECTHOrO MWCTOYHMKA, Beflb OHM MOTYT codepKaTb
BpeAoHOCHOe nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BbligewWb C CaiTa, rae BBOAWA /IMYHYIO MHGOPMaUMIO, 3aaN B HACTPOMKM
6paysepa v yganu cookies;

I'Iepmop,vlqecuvl ﬂpOBepﬂﬁ, Kakue nnatHble YCAYrn aktTuBnMpoBaHbl Ha TBOEM HOMEPE;

Jasann csBo Homep MobBUAbHOrO TenedoHa TOMBbKO AOAAM, KOTOPbIX Tbl 3HaelWb W KoMy
JoBepsAeLlb;

Bluetooth pgonxeH 6bITb BbIKAKOYEH, Korga Tbl MM He nosb3yellbcs. He 3abbiBait MHoraa
npoBepATb 3T0.

Online urpobl

CoBpemeHHble OHNAMH-UIPbl - 3TO KPACOYHble, 3axXBaTblBalolWMe pa3BAeYeHUn, obbeanHaowme
COTHM TbICAY YENOBEK N0 BCEMY MUPY. UrpoOKM UcCcneaytoT AaHHbIA MM MUp, obLuatoTca Apyr ¢ 4PYrom,
BbIMNOMHAIOT 334aHWUA, CPaAXKaloTCA C MOHCTPAMM M MNOJyYaloT OMbiT. 33 YAOBONLCTBME OHM MNAATAT:
NOKYNatoT AMCK, OMNIaYNBatOT abOHEMEHT MM NPUMOBPETAIOT KaKMe-To ONuuK.

Bce aTu cpeacTBa MAYT Ha NogdeprkaHue WM PasBUTME WUIPbl, a TaKKe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLMKM, BbINYCKAlOTCA HoBble natuv (undposble 3anaatku Aas
nporpammy), 3aKpbIBaOTCA YA3BMMOCTU CEPBEPOB.

B I'IO,EI,06HbIX Urpax CTOUT ONacaTbCA HE CTOJ/IbKO CBOUX COMEPHUKOB, CKOJZIbKO Kpa*Xu TBOEero
naponAa, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3aLuumn 60NbLUINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO NUrpoBOro akKKayHTa:

1. Ecnm ppyroii urpok BegeTt ceba Naoxo uau cospaeT Tebe HenpUATHOCTKU, 3abNOKMpPYI ero B
CMUCKE UTPOKOB;

2. I'Iomanyﬁcg AOMUHUCTPATOPaM WUTrpbl Ha MNJa0Xoe noBegeHme 3TOro Urpoka, »enatesbHo
NMPUNOXUTb KaKNE-TO A0Ka3aTenbCTBa B BUAE CKPUHOB,

3. He yKasblIBaW AMYHYI0 MHbOPMaLUto B Npodainae urpbl;
4. YBarKal gpYrux y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnuMBai HeoduumaabHble NaTyv U Moapbl;

6. IcNonb3yi CNOXKHbIE W pa3Hble Napou;

7. Oaxe BoO BpemAa uUrpbl HE CTOUT OTKNKOYATb aHTUBUPYC. Moka Tbl nrpaetub, TBOWM KOmMnblOTEP
MOTyYT 3apa3unTb.

DUWNHT I KParKa IMYHBIX A4aHHbIX
O6bluHOM KpaKeil AeHer M OOKYMEHTOB CEroAHA Y»Ke HWKOro He yAMBWLb, HO C pa3BuTUEM

WHTEPHET-TEXHO/IOTUIA 3/10YMbILIJIEHHUKN MEepeMecTUINCh B MHTEPHET, U MPOA0/IKaoT 3aHMMaTbCA
"nobumbim" genom.



Tak nosaBmaacb HOBAA yrposa: MHTEPHET-MOLIEHHNYECTBA UAN QULLIMHT, FTNaBHasA LeNb KOTOPOro
COCTOMT B MONYYEHUN KOHPUAEHLUMANbHbIX OaHHbIX MO/b30BaTenelt - JOTMHOB W naponei. Ha
aHrMcKoMm s3bike phishing unTtaetca kak puwmHr (ot fishing - pbibHaa nosas, password - Napossb).

OcHoBHble coBeTbl No 6opbbe ¢ puwnHrom:

1. Cnegun 3a cBOMM aKKayHTOM. Ecam Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblia B3/iloOMaHa, TO
Heob6xo0aMMO 3ab6/10KMPOBATbL €€ M COOBLNTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. MCI'IOIIb3yﬁ 6e3onacHble BE6-CaﬁTbI, B TOM 4YnUcCne, MHTEPHET-MarasnHoB U NMOUCKOBbIX CUCTEM;

3. Wcnonb3yih CNOXHble W pasHble naponu. Takum obpasom, ecan Teba B3/OMAKOT, TO
3/10YMbILWNEHHWUKN MOAYYaT AOCTYN TO/IbKO K O4HOMY TBOEMY NMPODUI0 B CETH, @ HE KO BCEM;

4. Ecnu Teba B3nomanu, To HeobxoAMMO NpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTopble
nobasneHbl y Tebs B Apy3baAX, O TOM, YTO Tebs B3/iIOMasiM M, BO3SMOXKHO, OT TBOEro MmeHu byaer
paccbi/IaTbCA CMAaM U CCbIJIKU Ha GULLIMHIOBbIE CalThl;

5. YctaHoBM HageHbI napoab (PIN) Ha MoBUNbHBIN Tenedon;
6. OTK/II0YM coXpaHeHue naposia B bpaysepe;

7. He oTKpbIBait painbl M gpyrve BAOXKEHUA B MUCbMaX, AaXKe €CNN OHU NPULLAKN OT TBOUX ApY3ei.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN i OHM Tebe 3Tn dainbl.

LUudposasa penytauusa

Uudposasa penytauma - 3TO HeratMBHaa WAM NO3UTMBHas uHoOpmauuAa B ceTm o Tebe.
KomnpomeTupytowaa uHbGOpMaumsa, pasmelleHHas B MHTepHeTe, MOXeT cepbe3HbiM 06pazom
OTpPa3uTbCA HA TBOEN peanbHOW Xu3HU. "Uudposas penyTtauma" - 37O TBOM MMWUAXK, KOTOpPbIU
dopmupyetca n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MeCTO XUTenbCTBa, y‘-IE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTtepa u“
paccka3bl O 61M3KMX - BCE 3TO HaKaN/MBaeTcA B CETU.

MHorne noApoOCTKU IETKOMBIC/IEHHO OTHOCATCA K NybAMKauuMuM AudYHOW WHopmauun B
MHTepHeTe, He MOHMMan BO3MOMKHbIX NOCAeAcTBUM. Tbl AarKe HE CMOXKelWb A0rajatbCa O TOM, YTO
doTorpadus, pasmeLyeHHan 5 neT Hasag, CTana NPUYNHOM OTKa3a NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmelieHne tBoux gotorpaduii U apyrme AeNCTBUA MOTYT HE UCYE3HYTb LarKe
nocse Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXPaHWA 3Ty MHbOpMAaLMIo, Nonana M OHa B
MOWCKOBbIE CUCTEMBI M COXPAHWUNACb N OHA, A FIaBHOE: YTO NOAYMAIOT O Tebe OKpyrKatolwme Noau,
KOTOpble HanAyT M yBUAAT 3TO. HanTM MHbOpPMaLLMIO MHOTO SIET CNYCTA CMOXKET Ntoboi - Kak 13 fobpbix
nobyXKaeHWl, Tak U C HAMEPEHMEM MPUYMHUTL BPe. ITO MOKET ObITb KTO YrogHO.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOI penyTaLun:

1. Moaymait, npexae 4em yto-To Ny6AnKoBaTb M NepepasaTtb y ceba B 610re nam B coumanbHom
ceTu;

2. B HacTpoliKax npoduna ycTaHOBM OFPaHUMYEHUS Ha MNPOCMOTP TBOEro npoduna u ero
coAepXKMMOro, caenan ero Tonbko "ana apysein”;

3. He pasmewain u He yKasbiBal MHPOPMaALMIO, KOTOpPAs MOMKET Koro-nmbo ockopbaatb uau
o6MKaTb.



ABTOpCKOE npaso

CoBpemeHHbIe LWKOJIbHMKM - aKTUBHbIE M0J1b30BaTeNn LMdpPoBOro npoctpaHcTea. OgHaKo Aaneko
He BCe 3HAlOT, YTO MO/Ib30BaHME MHOTMMM BO3MOXKHOCTAMU UMdpPOBOro Mupa Tpebyet cobatoaeHus
npaB Ha UHTEeN/IEKTYaIbHYO0 COBCTBEHHOCTb.

TepmuH "MHTeNNEeKTyaNbHan COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM YE€10BEYECKOro
YMa, Ha4YMHasn C HOBbIX N306peTeHnt M 3HaKoB, 0603HaYaloLLMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTK, U
3aKaH4YMBasA KHUramu, potorpadusamm, KWUHOPUAbMAMM U My3blKasibHbIMW MPOU3BEAEHUAMMU.

ABTOpPCKME MpaBa - 3TO MpaBa Ha WHTEN/IEKTYa/IbHYI0 COBCTBEHHOCTb Ha MPOM3BEAEHUA HAYKMK,
NMTepaTypbl M WMCKycCTBa. ABTOPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTMM TOro, 4TO
WHTENNIEeKTYaIbHbIN/TBOPYECKMIA Tpya, aBTopa He OygeT HanpacHbIM, AacT emy cnpaseg/vBble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/sibTaTax CBOEro TPyAa, NOyYUTb U3BECTHOCTb W Mpu3HaHMe. HUKTO
6e3 paspeleHns aBTopa He MOKET BOCMPOU3BOAMUTL €ro NpPou3BeAeHWe, PacnpoCcTPaHAaTb, Ny6AnYHO
AEMOHCTPUPOBaTb, NpPOAaBaTb, WMMNOPTMPOBATb, MyCKaTb B MNPOKaT, MNyB/AMYHO UCMOHATD,
MOKasblBaTb/UCMOAHATL B 3dUpPe aM pasmeLllatb B MHTepHeTe.

Ncnonb3oBaHMe "nupaTckoro" NporpaMmmHoOro obecnevyeHnss MoXKeT NPUBECTU K MHOTUM PUCKaM:
OT MoTepu AaHHbIX K TBOMM aKKayHTam 40 O/I0KMPOBKM TBOEro YCTPOWCTBa, rAe YCTaHOBJeHa
HenerasbHaa nporpamma. He cTouT TakXke 3abblBaTb, YTO CYLWECTBYIOT ferasnbHble M 6ecnnaTtHble
NpPOrpammbl, KOTOPbIE MOYKHO HANTK B CETHU.

O noprane

CETEBVILIOK.pd) - TBOM [/1aBHbIN COBETYUK B CETU. 34ecb Tbl MOXKeLWb Y3HaTb O 6e3onacHOCTU B CETH
NMOHATHbIM U AOCTYNHbIM A3blKOM, a Npn BO3HUKHOBEHUU KpMTMLIeCKOVI CnTyaumnun O6paTMTbCﬂ 3a
COBeTOM. A TaKXe MPUHATb y4acTMe B KOHKypCcax U CTaTb CamMbiM Ll,M(I)pOBbIM Fpa)Kp,aHMHOM!

MpunoxkeHune N 3
NAMATKA ANA POOUTENENA Ob UHOOPMALIMOHHOWM BE3ONACHOCTU AETEN

OnpegeneHne TepmuHa "MHbOpPMaUMOHHas 6esonacHocTb aeten" copeprkutca B PegepanbHom
3akoHe N 436-P3 "O 3awute geteit oT MHOPMaLMK, NPUUNHSIOWEN Bpes UX 340POBbI0 U PasBuTmo",
PeryMpytoLLMmM OTHOLIEHMS, CBA3AHHbIE C 3aMTON AeTeir oT MHGOpPMaUMK, MPUUMHSAIOLLEN Bpes, WX
340p0BbI0 U (MAK) passuTUio. CornacHo AaHHOMY 3aKOHY "MHpopmauMoHHas 6e3onacHocTb aeteit” -
3TO COCTOSIHME 3aLUMLLEHHOCTU, TMPU KOTOPOM OTCYTCTBYET PWMCK, CBSI3aHHbIA C MNPUYUHEHUEM
MHdopMauuel Bpeaa 1Ux 340poBbio U (Mn) GU3nMYEecKoMy, NCUXUYECKOMY, AYXOBHOMY, HPABCTBEHHOMY
pasBuTHIO.

B cuny depepanbHoro 3akoHa N 436-d3 nHpopmaumein, NpUUNHAIOLLEN Bpea 340P0BbIO U (1K)
pa3BUTUIO AeTen, ABNAETCA:

1. nHdopmaumsa, 3anpeLleHHan ANA PacnpPoCTPaHeHUs cpean AeTen;

2. uvHObOpMmauMsA, pacnpocTpaHeHWe KOTOPOW OrpaHWYeHO cpeau AeTel  onpegesieHHbIX
BO3PACTHbIX KaTeropui.

3. K nHbopmaumm, 3anpeLLeHHon aas pacnpocTpaHeHns cpeam geTei, oTHOCUTCA:
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4. nidopmauus, noby:Kgaowan geTel K COBepLUEHUo AeNCTBUIA, NPencTaBAfioWmX Yrposy UX
YKU3HU U (MN1K) 340POBBIO, B T.4. MPUYMHEHMIO Bpesa CBOEMY 340P0Bb0, CaMoybunincTay;

5. cnocobHOCTb BbI3BaTb Y AETEM KenaHue ynoTpebuTb HAPKOTUYECKME CPeacTBa, NCMXOTPOMHbIE
n (Mnm) oaypmaHuBalolMe BellecTBa, TabauyHble M3AenuA, anKorosbHYl M CNUPTOCOAEPIKalllyto
NPOAYKUMIO, MNBO M HAMWUTKKU, M3rOTaB/IMBAEMbIE Ha €ro OCHOBE; MPUHATb y4acTMe B a3apTHbIX Urpax,
3aHMMaTbCA NPOCTUTYLMEN, BPOASIKHUYECTBOM U/IM MOMNPOLLAAHNYECTBOM;

6. oboCcHOBbIBalOWAA WM ONpaBAbIBaOWAA AOMNYCTUMOCTb HAacUaMA U (MN) KECTOKOCTU Nnbo
nobyxkaatoLLan oCyLWwecTBATb HACUIbCTBEHHbIE AEMNCTBMA MO OTHOLWEHMIO K II0AAM U X KUBOTHbIM;

7. oTpuuatoLas cemeliHble LeHHOCTM U GOPMUPYIOLLAA HEYBAXKEHUE K POAUTENAM U (MaK) gpyrvm
yNeHam CemMby;

8. onpaBgplBatoLLasn NPOTUBONPABHOE NoBeAeHUE;
9. cogeprKallan HeUeH3ypHyto 6paHb;
10. coaepkawas MHPopmaumio NnopHorpadmnYeCcKoro xapakrepa.

K nHdpopmaumm, pacnpocTpaHeHne KOTOPOW OrpaHMYeHo cpean OeTei onpegeneHHoro Bo3pacTra,
OTHOCUTCA:

1. vHpopmauma, NpeacTaBisemas B BUAE N306parkeHMa UM onNncaHma }KecToKoCTU, GU3MYECKOro
n (MNK) NCUXMYECKOTO HAaCUAUSA, NPECTYNAEHNA UAU MHOTO aHTUMOBLLLECTBEHHOrO AeNCTBUS;

2. BbI3bIBAIOLWAA Y AETEM CTPaXx, Y»Kac UM MaHWUKY, B T.4. NpeacTaBisemas B BUAEe M306parkeHus
WM OMUCaHUA B YHWXKAIOLLEM YesoBeYeCKoe [OOCTOMHCTBO ¢(OpMe HEHAaCUIbCTBEHHOW CMepTH,
3aboneBaHnA, cCaMoybuiicTBa, HECYACTHOTO CAyYasn, aBapuum UK KaTacTpodbl U (MK) UX NoCneacTBuiA;

3. npeacTaBaseman B BUAE M306parKeHUs UAM OMUCAHUA NOJIOBbIX OTHOLIEHUIA MEXAY MYKUNMHOM
N KEHLLNHOW;

4. copepKallan bpaHHble C/I0Ba U BbipaXKeHUS, He OTHOCALLMECA K HeLL,eH3YPHOW BpaHu.

C yyetom 3TOro Bam npegnaratotca npaBuna paboTtbl B ceTM WHTEpHET AaA  Pas/InyHbIX
BO3PacCTHbIX KaTeropui, cobaoaeHne KOTopbix N03BoAMT obecneuntb MHGoOpMaLMOHHYO Be3onacHOCTb
BalLMX AeTel.

O6wue npasuna anAa pogurenei

1. HesaBucumo oT Bo3pacTa pebeHKa MCMob3ylTe nporpammHoe obecrnevyeHve, Nomoratoliee
dUNbTPOBaTb M KOHTPOAMPOBaATb MHOOPMALMIO, HO He nosfaraiTecb MNOMHOCTbIO Ha Hero. Bawe
BHUMaHWe K pebeHKy - raBHbI MeTo4, 3aLLMTbI.

2. Ecnan Baw pebeHOK MMeeT aKKayHT Ha OZHOM M3 coumanbHbix cepsucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbHO M3yuMTE, KaKyl WMHOOPMALIMIO MOMELLAOT €ero
YYaCTHUKM B cBOMX Npodunsax u baorax, Bkao4an ¢oTtorpadpun 1 suaeo.

3. lpoBepbTe, C KakMmMM APYrMMW CaliTamu CBA3aH COUManbHbIA cepBuc Bawero pebeHka.
CTpaHMukM Bawero pebeHka MoryT 6biTb 6€30MacHbIMKM, HO MOTYT M COAEPrKaTb CCbUIKM Ha
HexkenaTesibHble M OMacHble calTbl (Hanpumep, MOPHOCAWT, UAW CalT, HAa KOTOPOM ApPYr yNnOoMWHaeT
Homep coToBoro TenedoHa Bawero pebeHka naum Baw gomalHuin agpec)

4. NoowwpAnTe Bawmnx geteit coobuwath 060 BCeM CTPaHHOM WA OTTaNIKMBAIOLWEM U HE C/IULIKOM
OCTPO pearupyinTte, Koraa OHM 3TO AenatoT (M3-3a onaceHua noTepATb AOCTYN K MHTepHeTy AeTu He



roBOPAT poaUTENAM O Npobaiemax, a TaKKe MOryT HayaTb MCNO/1b30BaTb MHTEPHET BHE A0Ma U LUKObI).

5. bByabTe B Kypce ceTeBOM XM3HW Bawero pebeHka. VIHTepecyiTech, KTO UX Apy3ba B VIHTepHeT
TaK e, Kak MHTepecyeTechb peasibHbIMU APY3bAMMU.

Bo3pacr ot 7 ao 8 ner

B NHTepHeTe pebeHOK cTapaeTcA NOCETUTb Te UM MHbIe CaliTbl, @ BO3MOXHO M YaTbl, paspelleHune
Ha nocelleHMe KOTOpbIX OH He Nosyuyun 6bl OT poauTenei. MNoatomy poauTensim ocobeHHO NosesHbl
6yayT Te OTYeTbl, KoTopble MNPeAOoCTaBAATCA NPOrpamMmmamu MO OrpaHMYeHWMo UCMOo/b30BaHUA
WHTepHeTa, T.e. POAUTENbCKUIA KOHTPOJIb MK TO, YTO Bbl CMOXKETE YBUAETb BO BpemeHHbIX daiinax. B
pesynbTaTe, y pebeHKa He OyneT OWYLLEeHUA, YTO 33 HUM BEAETCA MOCTOAHHbIN KOHTPOAb, OAHAKO,
poauTenun 6yayT no-npexHemy 3HaTb, Kakue CaiTbl nocellaer ux pebeHoK. [eTn B 4aHHOM Bo3pacTte
06/134a10T CUNbHLIM YYBCTBOM CEMbW, OHW AOBEPYMBbLI M HE COMHEBAOTCA B aBTopuTeTax. OHM NobAT
UrpaTtb B CETEBbIE UrPbl U NyTELEeCcTBOBaTb N0 MHTEPHETY, MCMONb3YA 3/EKTPOHHYIO MOYTY, 3aX04MUTb Ha
CalTbl M YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMM.

CoseTbl N0 6e3onacHocTU B ceT UHTepHeT ana aetent 7 - 8 net

1. Co3pavite CNMCOK AOMALLHMX NpPaBuUA nocelweHns VIHTepHeTa nNpu yd4actum aeten u TpebyinTe
€ro BbINOJIHEHNUA.

2. Tpebyite oT Bawero pebeHKa cobntogeHUs BpeMeHHbIX HOPM HAaXOMAEHWUS 32 KOMMbIOTEPOM.
MoKaxkuTe pebeHKy, uTo Bbl HabalogaeTe 3a HAM He NMOTOMy 4To Bam 3TO Xo4eTcs, a MOTOMy YTO Bbl
6ecnokonTech 0 ero 6€30nNacHOCTM 1 BCceraa rotosbl emy NOMOYb.

3. KomnbioTep ¢ noaknatoyeHMem K MHTepHeETY A0/KeH HaxoAuTbca B 0bllei KomHaTe nop,
NPUCMOTPOM poauTenen.

4, V|CI'IOJ'Ib3VV1T€ cneunanbHble AETCKME NONUCKOBbIE MaLLUNHDbI.

5. Wcnonbsyiite cpeactBa 610KMPOBAHUA HEXKenaTeNbHOro KOHTEHTa KaK [AOMNOJHeHWe K
CTaHAapTHOMY PoauTeNbCKOMY KOHTPOJIIO.

6. Co3paiTe CeEMEMNHbIN 3NEKTPOHHbIN AWMK, YTOObl HE MO3BO/INTL AETAM UMETb COOCTBEHHbIE
agpeca.

7. EﬂOKMpyVITe Aoctyn K cantam c 6ecnnaTtHbIMX MOYTOBbIMM AWNKaMn C NOMOLbIO
COOTBETCTBYHOLWLErNO NPOrpaMmHoOro obecneueHus.

8. MpuyunTte aetein coseToBaTbCA C Bamu nepen onybankoBaHMem Kakoi-nnbo mHbopmaumm
CPeACTBaMM 3NEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBIX GOPM M Npoduiei.

9. HayuuTe aevei He 3arpy»KaTb $aiibl, TPOrpamMmmbl UAN My3biKy 6€3 BalLero cornacws.
10. He paspeLualiTe AeTAM UCNONb30BaTb C/YXKObl MTHOBEHHOTO 06MEHa COOBLLLEHUAMM.

11. B "6enbiit" cnncok canToB, pa3pelleHHbIX A8 NOCELEeHNA, BHOCUTE TO/IbKO CaliTbl C XOpoLUei
penyTauuen.

12. He 3abbiBanTe 6ecegoBatb ¢ AeTbMM 06 Mx Apy3bax B NHTepHeTe, Kak ecan bbl peydb Wwna o
OPY3bAX B PeaNbHOM XKU3HMU.

13. He genanTte "Taby" n3 BOMPOCOB MOJIOBOM KWU3HW, TaK Kak B MNHTepHeTe AeTn MOryT nerko
HATKHYTbCA Ha NopHorpaduio uam cantbl "gnsa B3pocabix'.



14. Mpuyumte Bawero pebeHKka coobwatb Bam O AOObLIX Yrpo3ax MAM TPeBOrax, CBA3AHHbIX C
MHTepHeToMm. OcTaBaiTecb CNOKOMHbIMM U HAaMOMHUTE AETSAM, YTO OHM B H6€30MacHOCTWU, ecin camu
pacckasanM Bam O CBOMX TpeBorax. [loxBasute MX M MNOCOBETYyWTE MOAOWUTU elwe pa3 B NOAO0OHbIX
cayyasx.

Bo3pacr geteit o1 9 o 12 ner

B gaHHOM BO3pacTe AeTu, KaK NpaBu/Io, YXKe HaCAbllaHbl O TOM, Kakas MHGopmMauma cyllecTsyeT
B MHTepHeTe. CoBeplIEHHO HOPMaJIbHO, YTO OHW XOTAT 3TO YBUAETb, MPOYECTb, YCAbIWaATh. Mpn 3TOM
HY)KHO MOMHMUTb, YTO AOCTYN K HE)KenaTes/ibHbIM MaTepuasiaM MOXKHO /ierko 3absoKuMpoBaTb npu
nomoLum cpeacTs PoanTenbCKOro KOHTPOS.

CoBeTbl No 6be3onacHocTn gnsA aeteit ot 9 go 12 net

1. Co3gaiiTe CNMCOK AOMALIHMX NPaBUA noceweHna MHTEPHET Npu yyacTum aetent u Tpebyiite ero
BbIMNOJHEHUSA.

2. TpebyliiTe oT Bawero pebeHKa cobtoaeHNa HOPM Hax0oXAeHMA 32 KOMMNbIOTEPOM.

3. Habntopgalite 3a pebeHKOM npu paboTe 3a KOMNbIOTEPOM, NOKAKUTE emy, 4TO Bbl becnokounTech
0 ero 6e30MacHOCTU 1 BCErAa roToBbl OKa3aTb MY MOMOLLb.

4. KomnbloTep C MNoakatoyYeHuem B WMHTEpHET [0/iKeH HaxoauTbCA B obuweit KomHaTe nop,
NPUCMOTPOM poanTenen.

5. MCI‘IOI’Ib3yVITe cpeactea 6ﬂ0KMpOBaHMH HeXenaTte/IbHOro KOHTEHTA KaK AOoNoJIHeEHUE K
CTaHZapTHoOMy PoanTenbCcKomy KOHTPOIO.

6. He 3abbiBaliTe NpMHMMaTb HeNocpencTBEHHOE y4acTUe B XMU3HWU pebeHka, GecenoBatb €
AeTbmu 06 ux apysbax B UHTepHeTe.

7. HacrauBaiTte, uTo6bl A€TU HUMKOTAA He COrNAlaAnCh HA JIMYHbIE BCTPEYM C APY3bAMM MO
NHTepHeTy.

8. MNo3BosANTe AeTAM 3aX0ANTb TO/IbKO Ha calTbl 3 "6enoro” cnucka, KOTOpbI co3gaiTe BMecTe
C HUMMU.

9. MpuyunTe geTell HUKOrAa He BblAaBaTb AUYHYO MHPOPMaULMIO CpeacTBaMM SNEKTPOHHOWN
MoYTbl, 4aTOB, CUCTEM MFHOBEHHOr0 ObmMeHa COOBWEHUAMMN, PEerncTPaLMoHHbIX GOPM, AMYHbIX
npodunei u Npu perncTpaumm Ha KoHKypcbl B IHTEpHETe.

10. Mpuyunte aeTei He 3arpy:Katb Nporpammbl 6e3 Bawero paspeweHuns. O6bACHUTE UM, YTO OHU
MOTYT C/Ty4aiiHO 3arpy3unTb BUPYCbl UV APYTOe HexKenaTe/lbHoe NporpaMmHoe obecneyeHue.

11. Co3paitTe Bawemy pebeHKy orpaHMYeHHYI0 YYETHYI0 3annch Ana paboTbl Ha KOMMblOTEpeE.

12. MpuyumTe Bawero pebeHka cooblwatb Bam 0 06bIX Yyrpo3ax MAM TPeBOrax, CBA3aHHbIX C
MHTepHeTOM. HanomHute Aetam, 4To OHM B 6€30MacHOCTM, eCAM CaMM paccKkasanM Bam O CBOMX
TpeBorax v onaceHuax.

13. Pacckaxkute getam o nopHorpadpum B MHTepHeTe.

14. HactamBaiTte Ha TOM, yTOObI AEeTN NpeaoctaBnann Bam A0CTyNn K cBoel 3J'IeKTp0HHOI\;I noyre,
yTOObI BbI yﬁe,ﬂ,MﬂMCb, YTO OHU He O6LLI,aIOTCFI C HE3HAaKOMUaMMU.

15. Ob6bscHuTe AeTAM, 4YTO HeNb3A WUCNOo/b30BaTb CeTb A/1A XYNUTFaHCTBA, PaACnpPOCTPaHEHUA



CNAeTeH UAN Yrpos.
Bo3pacr geteit ot 13 ao 17 ner

B a3TOom BO3pacTte NOAPOCTKM QAKTUBHO WCMO/b3YIOT MOWUCKOBblIE MALUWHbI, MOJb3YHOTCA
3/IEKTPOHHOM NOYTOMN, CNyKbamM MrHOBEHHOIO 0bMeHa COObLLEHUAMMN, CKAYNBAIOT MY3bIKY U GUAbMbI.
Manbynmkam B 3TOM BO3pacTe HOnblle NO HPaBy CMeTaTb BCE OFPaHUYEHUs, OHU XKaxKayT rpyboro
FOMOPA, a3apPTHbIX UrP, KAPTUHOK "ans B3pocabix'. [leBOUYKM NpeanounTaloT 06WwaTbCa B YaTax, Npu 3TOM
OHM ropasao 6osee YyBCTBMTEbHbI K CEKCYA/IbHbIM fOMOraTenibcTBam B MIHTepHeTe.

3avacTyto B JaHHOM BO3pacTe POAUTENAM Y¥Ke BECbMa C/IOXKHO KOHTPO/IMPOBATb CBOUX AETEN, TaK
Kak 06 WMHTepHeTe OHW yKe 3HAIT 3HauuTenbHO 6osblie CBOMX poauTeneir. Tem He MmeHee, He
oTnyckavte pgeteit B "cBobogHoe nnaBaHue" no WHTepHeTy. CTapalTecb aKTMBHO Yy4acTBOBaTb B
obuweHnn pebeHKa B MHTepHeTe.

BakHO no-npexHemy cTporo cobnogatb npaBuna MHTepHeT-6€30MacHOCTM - COrNalleHne MmexKay
poautenamm un aetbMu. Kpome Toro, HeobxoAMMO KaK MOXKHO 4Yalle NpPOoCMaTpuBaTb OTYETbl O
aeAatenbHocTn aeteli B UHTepHeTe. Cneayer o6paTuTb BHMMaHME Ha HEOBXOAMMOCTb COAEpXKaHWA
poauUTENbCKMX Maponei (naposieir aAMUHUCTPATOPOB) B CTPOrOM CeKpeTe M 0bpaTUTb BHMMaHMWE Ha
CTPOroOCTb 3TUX Naposiei.

CoBeTbl N0 6e30nacHOCTK B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3gainte CNMCOK AOMALLHMX MpPaBua MNoceleHna MHTepHeTa npu y4acTUm MOAPOCTKOB U
Tpebyiite 6e3ycnoBHOro ero BbiNnosHeHMA. O6rosopute ¢ pebeHKOM CMWUCOK 3anpeLleHHbIX CaliToB
("uepHbIit cnncok"), yackl paboTbl B UHTEpHETE, PYKOBOACTBO NO 06LLEHMIO B MHTEpPHETE (B TOM YMC/Ee B
yaTax).

2. KomnbloTep ¢ noakatoyeHnem K cet MHTepHeT A0/1KeH HaXxo4uUTbCA B O6U.I,El7l KOMHarTe.

3. He 3abbiBaiite 6ecenoBatbh ¢ AeTbMM 06 UX Apy3baAX B MHTepHETe, 0 TOM, YeM OHWM 3aHATbI
Takum obpasom, ByATO peyb MAET O APY3bAX B peanbHOM KM3HW. CnpalunBaiiTe o NogsaxX, C KOTOPbIMU
OEeTH 06LLatoTCA NOCPeACTBOM CYKO MrHOBEHHOrO 06MeHa coobuieHMAMM, YTobbl yoeamnTbea, YTo aTn
JIIOAM UM 3HAKOMBI.

4. Wcnonb3yiite cpeactsa 6G/NOKMPOBAHMA HEXKENaTeNbHOr0 KOHTEHTa Kak JAOMNOJIHEHWE K
CTaHAAPTHOMY PoaUTENbCKOMY KOHTPOIO.

5. Heo6xop,vw\o 3HATb, KaKMMKM 4YaTamm nNoAb3yloTcA Bawwn petwn. I'Ioom,pﬂi/'ﬁe ncnonb3oBaHme
Mmoaepunpyembix 4HaTos U HacTauBalTe, yTObbI AeTn He O6Ll.l,al'IMCb B MPUBATHOM peXxXXnme.

6. HacramBalite Ha ToM, YTOObl AETU HWUKOrL4A He BCTPEYASIUCb JIMYHO C APY3bSAMM U3 CETU
MHTepHeT.

7. Npuyunte fetei He BblGABATb CBOIO IMYHYIO MHOOPMALMIO CPEACTBAMM 3/IEKTPOHHOM MOYTbI,
4aToB, CUCTEM MIHOBEHHOTO 06MeHa COOBLLEHUAMM, PETUCTPALMOHHBIX GOPM, INYHbIX NTpoduaen 1 npu
perncTpauum Ha KoHKypcbl B HTepHeTe.

8. MpuyunTe JeTei He 3arpy»Katb Nporpammbl 6e3 Bawero paspelweHns. O6bACHUTE UM, YTO OHU
MOFYT Cly4aiiHO 3arpy3unTb BUPYCbl AW APYrOe HexKenaTeNbHoe NporpaMmHoe obecneyeHue.

9. Mpuyunte Balwero pebeHKa coobuwatb Bam O NtO6bIX yrpo3ax WAM TPeBOrax, CBA3AHHbLIX C
NHTepHeTOM. HanomHWTe AeTAM, YTO OHUM B 6@30NacHOCTM, eC/IM CaMM pacCcKasanun Bam, O CBOMX yrpo3sax
nnu Tpesorax. Moxsanute Ux 1 NOCOBETYNTE NOAOWTH eLle pa3s B NOA06HbIX CAydanX.

10. PacckaxuTte pgetam o nopHorpadmum B MHTepHeTe. Momornte UMM 3aWUTUTLCA OT Chlama.



HayunTe nofpoCTKOB He BblgaBaTb B VIHTepHeTe CBOEro peanbHOro 3/1IeKTPOHHOIO agpeca, He oTBeYyaTb
Ha HeXenaTe/ibHble MMCbMa U NCNO/1b30BaTb CrneLlna/ZibHble NOYTOBbIE ¢)VI}'IprbI.

11. Mpuyunte ceba 3HAKOMUTLCA C CaliTaMM, KOTOPbIE NOCELLAIOT NOAPOCTKM.

12. Hayunte getelt yBarkaTb APYrux B UHTepHeTe. YbeamTechb, YTO OHWM 3HAIOT O TOM, YTO NpaBua
XOopoLllero NnoBeAeHNn AeNCTBYIOT Be3e - AaKe B BUPTYaslbHOM MUpE.

13. ObbACHUTE AeTAM, YTO HM B KOEM C/lyyae Hesb3a MCNonb3oBaTb CeTb ANSA XY/MTaHCTBa,
pacnpoCTpaHeHUs CNAETEH UK YIPO3 APYTUM IOLAM.

14. ObcyamTe C noapocTKamu npobiembl CETEBbIX a3apTHLIX WUMP M MX BO3MOMKHbIA PUCK.
HanomHuTe, YTO AETM He MOTYT UrpaTb B 3TU UrPbl COrIACHO 3aKOHY.

MOCTOSIHHO KOHTPO/INMPYWTE Ucnosib3oBaHne MHTepHeTa Bawmm pebeHkom! ITo He HapylweHue
ero J/INYHOTO MPOCTPaAHCTBA, a Mepa NpPeaoCTOPOXKHOCTU U npoaABAeHue Bawen poauTenbckon
OTBETCTBEHHOCTM M 3a60Tbl.




